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Algorithm 7.1 £:-T Paillier & H %

Input: B30 ,//_%H(H >£}

Output: %L C

1: procedure PATT.T.TF‘.RENCRVPTfm yubbie v

2: (n,2)~ public key

3: Choose a random r such that 1 <r < nand ris coprime with fi
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m n 2
4: Compute ciphertext - (g F } mod #
5: return c

6: end procedure

w5l 2:

Algorithm 7.2 F£T Paillier JiN%5 i 84N J& 14 i 35 9%

Input: JEHEZ K attr_name, JEME{E attr_value, A%H (n,g)
Output: N GHIJEMAE enc_attr_value

1: procedure Fypi e & rrerermEepyp o (ttr_name, attr_value, public_key)

2: if attr_name = “Src IP” then

3: enc_attr_value < PaillierEncrypt(attr_value, public_key
4: else if attr_name =“Dst IP” then

5: enc_attr_value < PaillierEncrypt(attr_value, public_key)
6: else if attr_name =“Dst Port” then

7: enc_attr_value < PaillierEncrypt(attr_value, public_key)
8: else if attr_name =“Protocol” then

9: enc_attr_value < PaillierEncrypt(attr_value, public_key)
10: else if attr_name =“Timestamp” then

11: enc_attr_value < PaillierEncrypt(attr_value, public_key)
12: endif

13: return enc_attr_value

14: end procedure
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