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2 HuMsImxH

REUSCAERS T AT (8 FH 2 06 AN AT A0 o LA H S0 51 ST » U H 9 B RRAS & A3
JURANE BRI S| SO, Felofics CRARHTARES0R) EH A,
(NIST: NIST SP 800-160vol2)

¢{MITRE: Cyber Resiliency Engineering Framework 2009)
3 ARIBAENX

GB/T25069-2010 51 % M AREF & L LA R HIAE R & T A A
IP 4&HIE IP network resilience

IP W25 47114 (1P Network Resilience) &5 W 25 7518 52 %5 Fhn] Be i . Moy s A 2R s i
REMSHEFE TN RE . MEREAIR S5 2= AT RE

4 HER&IE

A A S T A S

ARP: Hulilf##7#1 (Address Resolution Protocol)

BE:/3 771 9(Best Effort)

BGP: 45/ i (Border gateway protocol)

BUM: J &, REIHHE, 4% (Broadcast&Unknown-unicast&Multicast)
DDos: 73 #iIE4alK %% (distributed denial of service)
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ERPS: PLKIRY Y13 i (Ethernet Ring Protection Switching)
IGP: P EHMY (Internal gateway protocol)

ISIS: H[H] RGHHa KA H ML (Intermediate System to Intermediate System)
LACP: # %4 ## (Link Aggregation Control Protocol)
LSDB: #E#IRESEPEE (Link State database)

MAC: @Ay ilt (Media Access Control Address)

M-LAG: % &M E G4 (Multichassis Link Aggregation Group)
MTU: 5 KA% %576 (Maximum Transmission Unit)

NNI: [ Z8 4% [ (Network-To-Network Interface)

OSPF: FFJUn i@ B Za 0 (open shortest path first)

QoS: JIk%% )i & (Quality of Service)

SID: BthrESRF (Segment Identifier)

SRv6: T IPv6 1B HH (Segment Routing over IPv6)

STP: A M #3i (Spanning Tree Protocol)

VPN: L% HM 4 (Virtual Private Network)

5 EMELS 1P METIER

IPMZE )% (TP Network Resilience) JeditW4% /L1l 2 &M AT AE MR Broh B At 27 [ P2
I, BEMSAERFICTNRE . PEREFIIRSS TS A AE T o — AN AT S AR X 28 R DAAE T8 52 o Bl B R Pk
HIEWIEAT, MASX Mg b iE8dE . - s Bt s Bt K % .
TP 28 ML AT DU 2 MR ig i, Bt Rty oA N0 . B FEH] . 2 ESE, LU
R DX 28 8 THTX0T % Bk 5 IR 06 R 455 fe 52 1 P SE AT ] R A
IPRAZFINE— AT R > N AP B, 70 2 IR B (Prevention) Kl Bt (Detection)
MmN B (Response) « MKEPTEX (Recovery) FLEMNFTE (Adaptation) .
a) HRMEHT B (Prevention) : FEMGBYEHY, 4% T EEREME R AR (kg Tos Bk ) A
W 2% 75 B A, Aol ke . NRREI RS (IDS) « NRBIERSE (IPS) S5 R AR
LR S o ) VA R GG
b)  KrillBT B (Detection) : ISR ERBGE KA T, P45 ZEREW A 21 EAT. 7R B
H, W TR L E IR AR RS, W e(E BMELEE (SIED &%, MGRES T TR
&, R IVEAE I B AR O
c)  WHRIFrBL (Response) : — LM BB ah gl Al 21, X 2 5 SR B 24 (R it >R S e AT T A
BEB B, P2 R SE A SN R G R EIBNGE, DLHEAT PR S S AN M S, e MEEGT
B H B3E XT 6] 286 PR 5 ]
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d)  KEFB (Recovery) : USRI BUAIRIE B 1 P4 2L LE 0 70 32451, WX 2% 5 22 e g TR s Pk
FZHIE Sy, DA ORI 2% () IEH 847 . AEREIT B, 28 75 S0 28 30 & i AR B &R 48, LA
SRR HENE DL AT RE PR bR X 254 5 B IEFHARAS

e) IEMNKIE (Adaptation) : fJm, FEAWIASAL BUMRAN 48 PRI, 0 2% 5 22 HE A% o 2 M 1 R
H 5 1) 22 4 RIS A ZEH o FESRRT B, 2% 5 BT RREE I 22 AV PAS AT S, DA ORI 2% ) )
PEAIATEEE

TP 2 01k B AR 42 v Do 2% ) B ol R 0 AN BRSEEAR SZRE 77, DAORAIE X 246 1) 1 0 38 47 AL 55 74 45
P TPRZDIPER AN HES (Goal) , HHIETM (Anticipate) . 7&K (Withstand) . &R
(Adapt) . E (Recover) [SKiyF: {NIST: NIST SP 800-160vol2) A1 {MITRE: Cyber Resiliency
Engineering Framework 2009) ].
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