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5l

BB EE4 s (mobile smart terminal MST) B NBUM . Ak 4745 5 4P A 8 2 T
H, BWEEARERP B LIRS 22 PE IR Z R .

T/EMCG 001-2019 (% 2 B it 2% i 2 L LB RHEZL ) JRVE 1 4% 20 8 fiE 24 i DU o o i AL e 4
RN, ATIRS Kb SCHE 3 2 6e 2 o % A BT H ™ i

WA HAE B ——BUF . IR S LG R RGN T T MEBHEARIEN,
396 5 5 0 4 R A8 FH 3% ¢ DA K IE 6 6 P RS P 25 A 7 O i S R HE A ) B T .

ARICAFR T B B R RE 2 v R L S R PR 5 DL R T N PR D 2% 2 A gl T, R 104N B B
A & i B B R B RN ] (AL RE ARh Sl N P A6 RGeS D) HEATIVE UL B, AL S A AR
JRER, AR DL R B, M SAL. B TN e SRR ARG RERE AR
AR LS B RGN EARB R F ARG A E IR, S Cy DA T
B Re 2% i 5 N R R T SR
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B o B AR AR B L PR
1 SEE

AR TR A A TR B, App A SIRUE. ToZk RN IR N L I 4% A e n &
EERWENE . BFEAmE. HrEHEs, Br8m . MmO s S5 J7 )
Ei=Rs

AR E M T BUG . BT R ) B R L w S N Rk i . AR
J R RIS AR SO T R RS B R RE £ i Y N AR g BN IR 55 o At B T 225 R SO T e S
2 B BE 2% i 5 65 BOR B

2 MeMsImxH

B SCAE XS T A SO R SR AT . P vE H R 5] SO, A BB AR AR &
TR FURAE RN G SO, HEoH A CRFEFTA RS & T AR

GB 15629.11 fFREHAR REGIHZHEIEEMEEZH KBRS Ffe 2Rk 1105
0 28 5y 8 X A 5 ) 4 o) R 4 3= RV

GB/T 22239 G B ZEEAR ML TFHRIRY FEAB K

GB/T 35273 G RZEHAR NMAEREZEMIE

GB/T 38540 5 R LA AR Lo TEEEMEARMNE

GB/T 38541 {3 B &AHIAR W7 CfF %Y N H 15 7

GM/T 0024 SSL VPNE A #HTE

GM/T 0028 %5 A P 22 4 H R Z K

GM/T 0030 ff%5 &% & AL H AR TG

GM/T 0034 T~ SM2%5 5 5592 (1) 4IF 5 IA UE 52 45 %5 15 S FoAH o0 2 A 1R v

GM/T 0054 15 5 2 90 % 1 B FH 2k A ok

GM/T 0055 i~ SCAF % fh W2 H 43 R # 5

T/ZSA 3001.01 AL BN Be & o N IF R . 236, BATE RIS 5

T/EMCG 001-2019 (FrA#5r)  F83h %Y g 2 o 5 B A5 R 457 AR HE 42

3 ARIBFENX
GM/Z 4001-2013 5% %€ B LA K T B AR 8 R 5 SCidE H T A S04
3.1

App (FTNRIREH) application

IR A AL b, R R B MR & i & FERE RGUIRILI T R B D, LA
T B J LIRS 8 AT 55 B R 7, B0 46 B8 2 4 e 28 o TUE OB AR 7, DL AR s L N R R
JEEEB S KT 6 FHE. ZHEMIEEIN AT

[Sk¥E: T/ZSA 3001.01-2016, 3.2]
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3.2

App D& ZE1E App distribute medium
o B Re ul N #. L3 App BN & 42

3.3

App FF%&#E App developer
M AL % 3 5 e 2 um B BT R A 2R

3.4

FHFR =B E R symmetric cryptographic algorithm
I 5 N fige 5 A FH AH () 25 BH 1 5 R ARV
[RJ5 : GM/Z 4001, 2.19]

3.5

FEXMNBHREL/NHZEEE asymmetric cryptographic algorithm/public key
cryptographic algorithm

s A0 A AN R % A s Sk . e — AN s (28D WBATIE, BT (R
O aifRE, HlAHRBERHS I EARITH.

[R¥s: GM/Z 4001, 2.23]

3.6

BRSSiHZMELHME server side cryptographic components; SS—CC

A AE IS5 o B RS A, 5B R R A B A A (MST-CC) — &2 4 i #% 2 & fig 4 3
DB

[>kJ&: T/EMCG 001.2-2019, 3.12]

3.7

BN official authority

e aik (A WAL, FRBUFHLK, el Fd, . B3R, Pho5snik,
15T H % BB 2 K App.

[SkiE: T/ZSA 3001.01-2016, 3.4]

3.8
N4A public key
A 6 R 2 0 Sk A R LA A .
[RVE: GM/Z 4001, 2.28]

3.9

215 %4 session key
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1E— W GEAS) 2 1 b A 0 000 n 25 25 41
(k¥ : GM/Z 4001, 2.32]

3.10

MEZ2NFAAXt key pair for encryption
AP %oF FR 25 0 B3 TR T S IO L T ) A BRI FAEH .

3.1

FEN S access point; AP
FEA — AN H & ul DR, I TG 4 B A O O TR R R HE AR U7 1) 43 A XI55 10 e 0 B S A .
[R¥: GB 15629.11, 3.2]

3.12
ZREH| cryptographic machine
e IS IBATHY, SIS MEE . BHE ST, IRIVEMLIRS 3R
[kJsi: GM/Z 4001, 2.51]

3.13

20214 cryptographic component; CC
S A — 55, A SLIL T R A ThRE A B AR/ B A
[k : T/EMCG 001.1-2019, 3.4]

3.14

ZEAETE key management

MR 2 S, XEHN A, ok 66, B B, M. &0, E RS
BH 4 A i R ) A B

[RIE: GM/Z 4001, 2.73]

3.15

}

7

K

SHEIER > key management center; KMC
157 %A H HLA o
[Js: GM/Z 4001, 2.75]

E

3.16

A /2T key agreement/key exchange

PO AN B 22 AN SEAR I o A AR IR — 2oyl Bk L R L — AN LR A B L, H A S
AR TG ¥ TG T 5 3K AN B R B

[RJ5: GM/Z 4001, 2.83]
3.17

ZZNFAEAXT key pair for signature
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FE 0] P b Sk b T 28 AL MBS R B9 R B AT A B
3.18

SM2E 3£ SM2 algorithm
— FAvh [ B2 AN BB I Sk, K 2560 %R .
[SkJE. GM/Z 4001, 2.118]

3.19

SM3E sk SM3 algorithm
—Fh R A B, HA o256 kR .
[SRVE: GM/Z 4001, 2.119]

3.20

SM4 E 3k SM4 algorithm
— M BRI, K N128EL s, HHKE N128HLEE .
[SR¥E: GM/Z 4001, 2.120]

3. 21

M A ZRE commercial cryptography

[ K0 B 6 S AT 7 R, B AL B I A A IR D . R B R R XA
WL SRR A IS B AT N OR A B 2 e DGR T A I B S BRI B G S . AR K
NRA At 2 23 AT AR 2458 v FH 2% i DR 4 0 2 505 B %2 4.

3.22

BFEXR (FEER. BTER) digital signature

B FMARAR B L BB REEMFELZEAAMNGER, ZERRBHAZELENL
BIREATIRAE, A TS LB e B . 245 500 S M& LT NPk .

[kyE: GM/Z 4001, 2.113]

3.23

B=FUEP digital certificate

WFRAFHUE T, HIERVAENM (CA) BLHES AFEHAMAEEGEE . AHEH.
BRFEE . AU LY RE BN —MEBIEE . %00 5 R8N NIEB . HUAUE AT %
RS, % & ] 43 A 44 E B AT 0 IE .

[RJs: GM/Z 4001, 2.115]

3.24

FA%A private key
xR EET REEHMEEEHAN AR EH.



T/ZSA 37-2020

[SRJE. GM/Z 4001, 2.116]
3.25

=SB &A% information system

B TH AL ARG AL 2 e #% . Bl (28D My, B — g iR B i) A1)
G BHEATRE . ML, 7. £, RRESLEMAV RS .

[R¥: GB/T 25069, 2.1.13 ]

A A, FEERGREBE R ERIEE RS

3.26

FRENFEEANM X mobile access gateway
Reg MALIAT I, FE SR 3)B fe & om — B SIS PR SH I i D Rg, DR Ik B9 A% a1 58 1
BLEE 1 R0 A 0] 73 PR 4%

3.27

TN ERELR UK mobile smart terminal; MST

REWE B ARSI AE W, B SR 40 N A T R4 D T R R4, IR ReS 22 e s 47 58
BN HBRH RS, BE TN, Pad, XEE LA UGETSIEH AR, W0 BRI
AL L AL

[¥s: T/EMCG 001.1-2019, 5]

3.28

BENE e R IF 2L ZA M mobile smart terminal cryptographic components; MST-CC

B AE % B R R Ao RS 2 AR, BB ST R R, BRCS IR S5 R A (SS-CCH) — iR i
FCFS B R 2% vy 25 T A

[R¥K: T/EMCG 001.2-2019, 3.7]

3.29

ZUCE % ZUC stream cipher algorithm
MM 2 ¥ A 5, —Fh 5 & 5k
[k¥s: GM/Z 4001, 2.154]

3.30

F 240 master key; MK
BT X RS )Z RN EHE TP TZE, HT FEEHN A SR .
[SRIE : GM/Z 4001, 2.152]

3.31

IEBINIENH GEBINIES L. CAFL#HI) certificate authority
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M AR BRAEHIEE . 2 H P EAE BN
[3EJsi: GB/T 17901.1, 3.5]

4 FFSMYEREIE

N B G A IS T AR SO

AP: &N S (WLAN) access point

APT: N HAFERFEO application programming interface

CA: WFPFINUENL# certificate authority

MK: F 24 master key

MST: #2zh % 4% mobile smart terminal

MST-CC: #zh % fe & i B A mobile smart terminal cryptographic components
SS-CC: R &y ZE ML 2H 4 server side cryptographic components

AR M e RAEY classified protection of cybersecurity

TEE: "[{E4#4T# 4 trust execution environment

TPM: A F &M trust platform module

VPN: ERLEHML virtual private network

WLAN: JCZk "3k ™ wireless local area network

WAPT: o4& J5dd W % h) 5% Rl 4548 wireless LAN authentication and privacy

infrastructure
5 =

5.1 BB RELIR

B A AL R 3 B e 40 (mobile smart terminal MST, BRFRHEZh % un) & B H47
NG TRBETAEFS (ngashrn. BaifEdk) B 73%, WP, PR (PADD ,
MSTHI U5 () B A (AR ) A4 o Kt e S, B ] 5 HARMSTHEAT I8 45 .

e N TR, ASCIHER BT —i, HS CAZARBUN . s

5.2 MST HEABIE L%

MSTH]JE I 2 SR Bl W 2% Wi, & s . BB (WLAN) « AL HEM (internet
ML) B (%) WMGEERE RS, WrliEdBadmi 8@ oL B (WLAN) U i) B4
(FE%) WG R RS . MSTEABAHNME B RSG R WE1LTR.
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**********

|
i AFERZE i
|

s

o=

° | s |
In‘ i : A P
(@)
B A T MST i A i
L R
LOCWLAND) |
B 3 1 MST T2k R

(WLAN)

E1 MSTEABETAMEEREZAN
5.3 FFSEBHMR LB

WA FLAIMST 32 L7 90 LA 22 4 g -
—— MG . Bl AT AR TG 2k 2 5 T b B 2 il v it BT W MSTIRE B N A, BLFE X
L BEE . B ML RCE S B
—— Mgy . Bl R AR TG 2R I 2% {5 T b Bl 2 il 1t 2 B I MS TR RS B i (R A
BE . BECGEEANESE) , XIMSTH N H AT (App) #E47 & Z 58, AMST in) % = ™
hk, o RS s i A7 8 = AR 1 o 1 S A B A 5
——WE AN MSTEREE G f5, B vlisad oAb w4 . 2o H - 541 15 I MSTER B
FUBURE S, BB BEBIANST I %%, B BCR & P G T, BRI P U -
—— %A (App) By . MSTH]RE T 208 & BOE R AT, X AR 1] 52 /2 App K
HEAHBBLEMA, WATgER A FER A E. % ZApp ] 55 BMSTH HE, o] K15 RFAN IR
FEORM I, 0, EHR ) & GPS. AR Sk K F e KA .
—— B RIFEREAPT (advanced persistent threat) . HT32F| Wy, MSTH k224,
Yot # 0] DA S0P MSTH s SE it ), HAn-& vk P —FE A 250 .

5.4 MST &£
BUARMST L B A MSTHENNIE . H 7 B e . B ah M 25 & @ {5 « MSTC AR « #23h
Mapp2& 4 /AL 2T fe, LLRNXT M 2815 8 R S8 3h 2 2 i -

——ARIEAS BHLE M. R B D BOR X # 238 15 LR MSTH 5 B HEAT e, fifh N &%
AP ARG S o WA ST 25 WA 28 A% Far in L U o R TR R AR N e
BV S RN E . SO R .

——RIEAS B e . SR SR B AL (HashBiL) HARSH 3l 5 DL R MST 7 [ 31
B BT E R, RIEBIE A EAE . AR SO 45 I A% 3 23 nT S B 3R .
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——RIER P AT AR TTIRB M . R S BOR X B2 3@ A5 DL R MSTH (945 BT B v 25 44

A5 B A2 HARIMBI RS HAT N WA B App B4 5 Bk o F e 45 8 5

GERNRE G 7 N

MSTH B4 — €M & hee, WEERAAM# R XV REH . AppRBAWIE. 128
K A R M Bl v o5 BEAE, DUORUEAS SCAF LR B9 A 10 3 65 450 K S it

55 BoNEERGEM

BT RBAE RGOS (FRANRIEME NS 24k o (hEANRILAME
Tk FEFIEM, HIHLGB/T 22239 (ERERZEH AR MEZ2ERRPERER) |
GM/T 0054 ((ER RGHEMNHIEAER) . GB/T 35273 (ERLZEH AR MABEREZEME)
EEE AT bR R

6 EREN
6.1 AIEREN
6.1.1 AHE

MSTHIME 3 B & ff F Z i BoAR, 7EMSTE 35l R %t K45 S BF . BIERFNZIET
FEREMERLL, BRG] SR LEERGNZ M AEEE L.

XFFMSTRIE Esh BB E TR E R 47k bsiE:

® GB/T 22239%f i HHMELIR I 7 AIE Ik 2ok, WK R A,

® GM/T 0054%f ¥ #& it 5 e At th T H B AR 7 B AT s BR3P 22k, DL P 5% B

6. 1. 2 B {RIPIRIE

N T RUEMST 5] 3R 7 3R AE RGN ARARE B S, FEMSTREAE . B IF ML “ 5 sk ”
(IFHLROMAE & — 51 FRE 7 —~ B AF RGN BN A D v, 8 2 9 % i B8 22 5k 5oR xt
SR BIERGARRMEZEZE T ERERIE, BEREMSTE2H8, —HBEX - RERIEAE
WL RS R 3. MSTHE A 3l S 2 W B 2 7
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FHLROMEE S

5| SR AT &4
v Hash3&iiF

51 ST W ARl
(ROMIEP174%)

WHRVE RGN AT 2
4 B Hash3&iiF

Y

LAl Siibun
e T STy

R — EHAT RS EAT
% 42 s HashiiiE

Y

IS
TR 4>‘ (k)

H AR B 2
AR E)

& 2 MST RIS /2 ENRIE
6. 1. 3 RBIRRARE

MSTHR A JE B — M Ad FHMST I ) 48 3 fO Bl A B A0 A5 B (N TPMAZ 48 v TEESS F7) , HE3)
BB EACTD R . A B D R ER T SR T/EMCG 001, 5-2019% R 22 sEBL, FF4 H 5 75 F 25 i s
T ML A A

6.1. 4 ZBIFETE

MSTRI 5 J5 24 FH B 5% 05 32 4 30 1) Lt i AR 00 Bk A 0% (ansM2) i 225005 (A1 sM3) ,
P 2 B AL

—— 5| S ELRIEAH . EXFREH, BHMST) KA, FRAFE RS S A7 6% 2% 1,
F TMSTH HLES Xf 5] 3 72 5 34T %5 2 5 0iE

—— BE RGN RELRIUEAH. EXNRES, BHMST K (BHEERS] K EWR, RI7E
w5 FREF R, HTF 5] SR EE RGN AT 2 KL

—— P —EPATRIEEL A ENTREH, BPATREF R E AR, RAEBRIERSA
i, A TEAE RGN X T — B PAT AR 347 2 4 50 0F .

MSTRI A i 5 % 81 % P BB AGGM/T 00543 B & FEER, LB 3% B.

6.2  App ZERZ5IWIIE
6.2. 1 NIz

App%5 4 5 56 AIF /2 K N A B S R B A S Appidh 47 SR 2 4 5 IGUE, AR 1k App#i &
AT E . PRIUEAppSE BEVE DL K App BT AT AT YR 4, ELAR 3 App F1 R = AL
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a) AppE#

1) #3hApp%E 4 G App T K& XA M E TTHL (Appsr KIRIE) 254

2)  App TR #H 4 R TT R AE A BB S B AR X I K 1 AppEAT 8745 4

3) BN (App/r RIEE) 242 T 7 HUAAE A A H B E RN L d % . B B A
Appii AT #7254, B 1R App L #E

b) AppHiE

1) #3hApp%E 4 Wb B4 B 7ML (AppZr KIRIE) 538 uE AIMSTEG HIE

2) EHM (Appsr KIEIE) KiE 2 E 7 MU (Appsh KRB £ . & 3 & R AT Appht
i A BH 2 RS R X App T K & B AppidE A7 25 44 300k, B R App T K & () L SR

3) MSTHGIERMSTHE % %% . 1847 Apphf #:4F R Gl F A H BB AR B WL (Appsr K 3R
) KA App AT L IR, DL E R B RIS T ZApp, FSEMBME A CEH
MST FIE AT He & B LA (App4r RIEIE) 4 K App.

XFFMST AppZE 4 SIIE M E B TME R 17 bsifE:

® GB/T 22239% ¥ ZhAppi th | 24 HIAEZOR, WA,

®  GM/T 0054%f 7 FH FH &4 2 4= 32 1 7 B BEA2 3 (1 I 450R0 ) 33 AT 2 A 4t ok, LB 5%
B,

6.2. 2 B RIPIRIE

AppHF R EF 4 . App T K E M FHILAE T ALK (Appsr R IRIE) Bic i FA B xF HTF % 1) App
BAT B 7254 o T 87 254 W AR IE 2 44 50 s 38k, B 7 LM (App2h K URIED)  JMST W] i
B UE App%s 44 PR App T K # BL 52 B 4y, T HR B & 15 K A v 3% B AT ZApp. W1 R App 4 B 5
HATE, WEERUEAppZE A K. W R App B A L, RYE (e N RILATE 725 4k
ZAppHF & & NG Appia 47 45 B T AT . Rk, Br S 4 R AT R E T App A ST AT
R

%t App S5 it £ 7 25 4 SR K B A SR T IR R R B B AT B8, AT 3 SR App T R 3 TRAT RN, X
RETENLN % et EEER.

BEAHH (AppAREHE) 4. BHHK (App2rRIEE) HHA RPN ITEEE 4
M ApDIEAT IR %, IR FEApDIF R H 4 A M, B “X& 47 o K FH R 4 L H] R E
ApprE & it B AL 2 A% . KM, B %R AppfE %, HE— b R App i & KUK

App &3 FI'E J7 MR (AppZr K IRTE ) App %% 44 5 32 4 I 3 Ffr 7 o

10
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App HATAAY

App TFE#H XA

BITHUY (App 43 BB
g2

3 App A EFMEHHH (App T &RIE) App WERRIE

MSTH IEApp&E 44 » MSTTE %2 2%¢ Bz 47 App I A8 I F R & Bk B P k& A8, XFApp K
H ARG HATIAE, W FAppR B E S, M E T AW (App/r KIRE) A, MHKHE
B AE B ATIRAE, WIF RS R E ST, MSTHEAEE T I (Appsr KEHE) AH, W
TN (App 3y R IETE) AppZE & AT AL, HiFApp2 &2 E B TN (Appr KIEE) KA6.
MST AppJF K EH AL IAE B ITHLM (Appsr KIRIE) AppAE 4 Wik, RIMST “XUEHIE” .

BEANM (AppAREE) BIEAppBZ . B NI (Appsr RIEE) UK B AppIF K& T KT
App, FIFFRFZBHZIEBH A, X HAppB L HATIAE, KiFAppRE G E SR, HAEHEY
PFLH CAppZr RIIE) A, X iZApp T K #H 8 FUE Bk 47 30 0F, 30F H 2 5 R AT LM
(App/r RIEIE) %K, Wik, WPLHIZIFRE RERET HI & EME, A ERIETF K
HHO A Hsetk, I H b Appi% A #E BN .

AppIT K« BEJTHLK (Appsr K URIE) LLRMST App#: 44 546G UE F2 B8 ET/ZSA 3001. 01,

6.2. 3 B IEREIRE

App 2544 5 U8 AIE LR BLR 5 0 AL B 22

a) AE App TR BB IT K RS LA E TIHLR (App 70 R I8 ) 5 Gt o 5 28 B8 A 400 1 % 1d
A /BERRT App HEAT BT B4 5 WALE

b) £ MST #AF R 5t b & 5 4% 2h & i A 4L (MST-CC) #E App %% IBATHSXF App #EAT

BT B A BRI
c) AL /REHL A KR T/EMCG001-2019 7 ARZEMY S8, F4 1 5% i F 25 AL A6 I ML+ A
AN IE

App 244 15 B ik # f AR/ BB BB A B 4 P .

11
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” AT
AP R (Appsh BRI

AL/ EACIRETAEER

i B 2H

ity 2 2H A
‘ (MST-CC)

(MST-CC) [

\
\
\
} TR ek st
\
\

|
|
|
VST \1 Tah Ae sk }
|
|

&l 4 App HEEZELF|ZBIEHEE
6.2. 4 Z5AETE

MST App#7 %54 5 50 Uk A A B 53 9% 0 3245 30 T T el i JE X AR i ik (msm2) , ¥
%

—— B WM (App 3 RIEIE) 22 AHMFH. EXNFREH, HE L% H
PR/ A, FVHAEE TTALK CApp 70 RIEE)) MW HM /b ki, AHUE
Ti WU Bk B T sUORAE 7R MST (HRAE R4 .

——App HREZEL NAMEE . AEXFREH, B App H A 6 1% 50 1 4R /B =4,
RAEH KRG W EB A/ B h Ry, AHUFREH ST XH T8
(App 70 RUETE) 2K % App JT K F#, App JTRFH 0 E T LRSS App I, T & # #
FAUEF— RS T M.

MST App #7244 % P18 P EIBIG GM/T 0054 4B HLER, W3¢ B,

6.3 LE&BEMIEN
6.3.1 N

FEEUAS AR 2R TE 2R R 3 (WLAND , JIWAPT (o 2k Ja 4k 0 45 il 5 R & B b 25 4 ) o
WiFi, MSTi# it WLANE N HEALE B RA 2B AE ) —F 5 o B TWAPTER W E A 58 45 1
R ARARBR, AR ST LAWAP T 45 158 B I 28 J= 455 ) B2 N B RS N A

K FIWAP T Jo 26 Jm 30 2% FU e N EAT 42 00, SEIIMST S o &N R (AP) B 850 A
el B B R R B (S S ThEE, B L ARVAMSTEE N I L B AEMSTH: N AR IE 4%,
B 3 T 2 A o K ol ik 5

XFFMSTIE 28 Ry 3 22 A e NI B B B 1 M I 5. ATk A

12
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® GB/T 222394 = L b KRG A sl B ECVT ) 42 ) S5 i B 42 18 7 2R, WL SkA.
® GM/T 0054%F W 4% FE A5 22 4 42 tH 1 3% 42 3 N 30 X 4% 11 3 2 3E AT 22 N IE SR, W s
B.

6. 3. 2 B RIPIRIE

BUAAE B RGBT AT, MST. APTEEUAIE BINIE O (CAY  FHE B O AT M IR A&
BE O A A B IE T . SMSTHE I WLANTE N B S B R Gk, MSTAIAPAE I H C A%k
FAUE A5 K AL 8 i % 00 IR 45 2% 30 AT XU By S5 000, 0 IR 4 A% G O 5 5 v I MS TARIAP 1) $ 7
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