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FOREWORD

T /ZSA 67-2019 "Technical framework of cryptographic module in mobile smart terminal” is
divided into 5 parts:

Part 1: General

Part 2: Key-encryption local protection

Part 3: Key-encrypted protection on server side

Part 4: Key protection based on multi-party computation
Part 5: Based on security chip

This section is second part of T /ZSA 67-2019 "Technical framework of cryptographic module in
mobile smart terminal".

The section was drafted in accordance with the rules set outin GB/T 1.1-2009.

Please note that some contents in this document may involve patents. Zhongguancun
Standardization Association shall not be held responsible for identifying such patents.

The section was proposed and under the jurisdiction of Zhongguancun Standardization Association
- Technical Committee.

The main drafting companies of this section: Zhongguancun Cyberspace Affairs Industry Alliance,
Qi'anxin Technology Group Co., Ltd., Institute of Information Engineering, Chinese Academy of
Sciences, Beijing Jiangnan Tianan Technology Co., Ltd., PayEgis, Beijing Woqi Data Co., Ltd,
Westone Information Industry Co., Ltd., Dinggiao Communication Technology Co., Ltd., etc.

The main drafters of this section: Zhang Fan, Wang Ke, Fu Wenbin, Liu Zongbin, Li Bo, Zhang Jing, Li
Xiangrong, Lu Hongcheng, Zhang Lingchen, etc.
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INTRODUCTION

In the environment of open mobile networks and portable mobile terminal systems, how to protect
sensitive security parameters has become a core issue in the design and implementation of
cryptographic software modules for mobile intelligent terminals. Encrypting and storing sensitive
security parameters in mobile smart terminals is the main method to solve the security of software
cryptographic modules. However, if the encryption key is easily obtained illegally or the quality of
the key does not meet the requirements, it poses a threat to the security of sensitive security
parameters. Therefore, this standard controls the secure generation and use of master keys to
ensure the security of encryption keys with sensitive security parameters.

IV
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Technical framework of cryptographic module in mobile
smart terminal

Part 2: Key-encrypted local protection

1 SCOPE

This section of T / ZSA 67-2019 "Mobile Smart Terminal Cryptographic Module Technical
Framework" specifies the technical architecture of the mobile smart terminal crypto module
(CMMST-KELP), which is encrypted by the key used by mobile smart terminal MST. The security
principles and safeguards of the solution are given, the technical architecture components,
examples of main workflows, and descriptions of the 11 security domains specified in GM / T
0028-2014 are given. Finally, application examples are given.

This standard is a specific expansion and supplement of GM / T 0028-2014 in the
implementation of cryptographic modules in mobile smart terminals, and is applicable to guide
the design of cryptographic module manufacturers and implementation of cryptographic
modules for mobile smart terminals. It can also be used as a reference for using a password

module in a mobile smart terminal.
2 NOMATIVE REFERENCES

The clauses in the following documents have become the clauses of this section after being
referenced in this section of T / ZSA 67-2019 "Mobile Intelligent Terminal Cryptographic
Module Technical Framework".

GM / T 0003.3-2012 SM2 elliptic curve public key cryptographic algorithm Part 3: Key
exchange protocol

GM / T 0005- 2012 Randomness Test Specification

GM / T 0008-2012 Security chip password detection guidelines

GM / T 0019-2012 General Cryptographic Service Interface Specification

GM / T 0028-2014 Password module security technical requirements

T /ZSA67.1-2019 "Technical Framework of Mobile Smart Terminal Cryptographic Module

Part 1: General Provisions"

3 TERMS AND DEFINITIONS
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3.1 Asymmetric Key Pair

A pair of related keys, where the private key specifies the private transformation and the

public key specifies the public transformation.

3.2 Critical Security Parameter; CSP

Security-related secret information, which is compromised or compromised if the information is
leaked or modified. For example, mobile application user private key.
[GM/T 0028-2014, definition 3.15]

3.3 Cryptographic Supervisor

The server is the manager responsible for the operation of the cryptographic component.

3.4 PIN Cryptographic Supervisor PIN

The password supervisor's personal identification number is used to start the server-side password
component.

3.5 Key Derivation Algorithm; KDA

Use a compliant key generation method (such as 5.4.3 in GM / T 0003.3-2012) to generate one or
more shared key algorithms by acting on shared secrets and other parameters known to both parties.

3.6 Master Key; MK

It is a symmetric key, which is generated by a compliant key generation method, and is

used to encrypt sensitive security parameters.

3.7 Mobile Smart Terminal Cryptographic Components; MST-CC

The cryptographic component deployed in the mobile smart terminal is either formed
independently or together with the server-side cryptographic component (SS-CC) to form the mobile
smart terminal password module.

3.8 PPD Mobile Smart Terminal Cryptographic Components PPD;MST-PPD

Personal characteristic data of the user of the mobile smart terminal password component.

3.9 Personal Profile Data; PPD

2
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Personally known factors, such as PIN code, gesture code, and personal biometrics, such as
fingerprints and facial features.

3.10 Public Security Parameter;PSP

Public information related to security, once modified, threatens the security of the cryptographic
module. For example, the public key of the server-side cryptographic component in this standard.
[GM/T 0028-2014, definition 3.73]

3.11 Sensitive Security Parameter;SSP

Includes critical safety parameters and public safety parameters.
[GM/T 0028-2014, definition 3.82]

3.12 Server Side Cryptographic Components; SS-CC

The password component deployed in the server side, together with the mobile intelligent terminal
password component (MST-CC), constitutes the mobile intelligent terminal password module.
3.13 MK Component; MKC

The server-side password component generates a master key with a certain length of random
number (one MST-CC corresponds to one MKC) for the mobile intelligent terminal password

component.

3.14 User Private Key

In an asymmetric key pair for a mobile application user, a key that should only be used by that user.

3.15 User Public Key

A key that can be made public in an asymmetric key pair for a mobile application user.

4 SYMBOL AND ACRONYMS

CC Cryptographic Components
CMMST Mobile Smart Terminal Cryptographic Components
CMMST-KELP CMMST of Key-Encrypted Local Protection
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CSP Critical Security Parameter
KDA Key Derivation Algorithm
MK Master Key
MKC Master Key Component
MST Mobile Smart Terminal
MST-CC Mobile Smart Terminal Cryptographic Components
MST-PPD Mobile Smart Terminal Personal Profile Data)
PIN Personal Identification Number)
PPD Personal Profile Data
PSP Public Security Paramete
SDK Software Development Kit
SS Server Side
SSp Sensitive Security Parameter
SS-CC Server Side Cryptographic Components
SS-MKC Server Side Master Key Component
5 OVERVIEW

5.1 Plan Principles

CMMST of key-encrypted local protection (CMMST-KELP) technology structure is designed
for mobile intelligent terminals (MST) using software cryptographic modules. CMMST-KELP
provides approved cryptographic services to mobile applications through the mobile smart
terminal cryptographic component (MST-CC). CMMST-KELP uses the master key (MK) to
encrypt the key security parameters (CSP) of the cryptographic module, such as the user's
private key,then stores it in the MST, and adopts a number of security measures to achieve
security objectives of T / ZSA 67.1-2019 "Technical framework of cryptographic module in
mobile smart terminal Part 1: General Principles ", meeting the security requirements of GM / T
0028-2014 level 1 or level 2 cryptographic modules.

CMMST-KELP uses a master key generated in a secure manner to encrypt the CSP and is
protected in the MST. When the MST-CC is initialized, the mobile smart terminal cryptographic
component (MST-CC) and the server-side cryptographic component (SS-CC) generate the mobile
smart terminal personal property data (MST-PPD) and the server-side master key component
(SS-MKC ), MST-CC combines PPD and MKC locally, generates MK through key derivation
algorithm (KDA), and encrypts CSP with MK. CMMST-KELP key encryption protection principle

is shown in Figure 1.
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SS-MKC CSP Plaintext
. |
v ——
//" T —— /_
MKC || PPD +——>{ KDA \l—b MK >
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i !

CSP
MST-PPD Ciphertext

Figure 1 CMMST-KELP Key Encryption Protection Principle

5.2 Security Risks

The CMMST-KELP solution is designed mainly to prevent the following risks:

(1) llegally generate MK : MK can be generated illegally when MST-PPD and SS-MKC are leaked at
the same time.

(2) MK intensity: MST-CC operates in a modifiable operating environment, and MK generation is
susceptible to interference, affecting key quality, resulting in insufficient encryption strength.

(3) Operating environment: MST-CC operates in a modifiable operating environment, and MST-CC
sensitive security parameters may be read illegally.

(4) Communication: MST-CC communicates with SS-CC through the open channel. SS-MKC
information can be intercepted and replayed when being passed, which causes the leak of

SS-MKC.
5.3  Security Measures

CMMST-KELP adopts the following security measures to prevent the security risks faced by
the cryptographic module and meets the requirements of the level 1 or level 2 cryptographic
module in the GM / T 0028-2014 standard.

(1) The mobile terminal and server side jointly guarantee the security of the master key.

Mobile terminal MST-CC completes PPD input, generate MK, cryptographically store

sensitive security parameters, and communicate with SS-CC securely;

SS-CC completes the generation of SS-MKC and the verification of MST-PPD, etc.

(2) MST-CC and SS-CC software code protection.

Take mitigation of dynamic and static analysis and attack methods to protect the

CMMST-KELP code. Including code, data integrity detection, anti-dynamic debugging,

executable code obfuscation, etc.

(3) Operational border protection.

MST-CC runs in an independent process space of the operating system, and mobile

applications exchange information with MST-CC through the inter-process communication

mechanism of the operating system.
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(4) Communication protection. MST-CC and SS-CC secure channels are established by using

the preset SS-CC public key method.

6 TECHNICAL STRUCTURE

CMMST-KELP consists of the mobile terminal cryptographic component MST-CC and the
server side cryptographic component SS-CC. The mobile application calls the MST-CC SDK
interface to complete the approved cryptographic service. MST-CC has a built-in SS-CC public
key, and uses this public key to establish MST-CC and SS-CC encrypted channels, MST-CC
initialization, MST-PPD verification, and data loading functions.

SS-CC completes MST-PPD verification, cryptographic supervisor PIN output and other
functions. The SS-CC cryptographic supervisor issues management control instructions to
MST-CC to complete corresponding management functions.

CMMST-KELP technology structure is shown in Figure 2:

Intelligent Mobile Terminal Server

msT-ccsok | Mobile Application

Server-side password component Cryptographic algorithm
‘ |
Crypto- PPD MK SS-CC / L Crypto- PIN Key MST-CC
—gmph]u Mﬂnug,e- Genera- Commu- - -gmph]c Munuge- contain- Manage-
algorithm -ment -tion -nication | \I algorithm -ment -er -ment
L SR |
| MST-CC Service Interface | ‘ MST-CC Communication |
? S5 = L&
/ R 47
‘ Operating System ‘ Operating System ‘

Figure 2 CMMST-KELP technology structure
MST-CC includes modules that at least perform the following functions:

(1) Cryptographic algorithm. Implement approved cryptographic algorithms, such as SM2, SM3,
SM4.

(2) PPD management. Responsible for MST-PPD input and verification.

(3) MK generation. Responsible for generating MK from MST-PPD (such as PIN code) through a
key generation mechanism (such as "GMT 0003.4-2012 SM2 Elliptic Curve Public Key
Cryptography Algorithm" 5.4.3) that complies with relevant national requirements.

(4) SS-CC communication. Responsible for establishing a secure communication connection
with the SS-CC, where the SS-CC public key is preset.

(5) MST-CC service interface. MST-CC interfaces with mobile applications, including data
interfaces, control interfaces and status output interfaces.

SS-CC includes modules that at least perform the following functions:
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(1) Cryptographic algorithm. Implement approved cryptographic algorithms, such as SM2, SM3,
SM4.

(2) PIN code management. Responsible for cryptographic supervisor PIN verification and start
SS-CC.

(3) Key container. Stores files that manage sensitive security parameters. All sensitive security
parameters in SS-CC are encrypted and stored in the key container. The key container can
only be used after the cryptographic master PIN verification is passed.

(4) MST-CC management. Complete MST-PPD verification and SS-MKC generation.

(5) MST-CC communication. Provides communication connection interface with MST-CC.
CMMST-KELP provides a software interface for mobile applications to call MST-CC through

the MST-CC SDK. MST-CC runs in an independent process space of the operating system, and

mobile applications exchange information with MST-CC through the inter-process

communication mechanism of the operating system.

7 WORKFLOW

7.1 Overview

This section only provides the MST-CC initialization and MST-PPD verification process. The other
cryptographic services (such as data encryption and decryption, data signature, etc.) are the same as
general cryptographic modules. The exchange data described in the following process is only necessary
data defined to ensure the security of the process, and the manufacturer of the cryptographic module
can add it as needed.

Symbol Descriptions:

KDF ()-key derivation algorithm

A_ENC (KEY, DATA)-Use public key to encrypt data DATA

A_DEC (KEY, ENC_DATA)-use the private key to decrypt the data DATA

Hash (DATA)-calculate the hash value of DATA

S_ENC (KEY, DATA)-encrypt data with symmetric key KEY

S_DEC (KEY, ENC_DATA)-Decrypt DATA with symmetric key KEY

|| ——Means "merge"

7.2 Initialization Process

MST-CC must be initialized when it runs for the first time.

The SS-CC public key Ps is built-in when the MST-CC software is released. The user has
entered the PPD. The SS-CC has been started. The SS-CC storage key Ks has been generated by
the cryptographic supervisor PIN
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Basic steps of MST-CC initialization process:

1) MST-CC self-test;

2) MST-CC requests initialization from SS-CC;

3) SS-CC gets random number R and sends it to MST-CC;

4) MST-CC generates MST-CC public and private key pairs (Pw, du), and calculates the PPD
hash value HPPD;

5) MST-CC uses Ps to encrypt (R || HPPD || PM) to get Cwm;

6) MST-CC sends data Cm to SS-CC;

7) The SS-CC receives this data and uses its own private key ds to decrypt CM to get (R ||
HPPD || PM).

8) SS-CC generates user ID and SS-MKC, (HPPD || SS-MKC || PM || PPD attempts) is
encrypted with Ks, and stored in key container with user ID as index;

9) SS-CC gets Cs using PM encryption (R || SS-MKC || user ID);

10) SS-CC sends Cs to MST-CC;

11) MST-CC uses the private key dm to decrypt the Cs and gets (R || SS-MKC || user ID);
12) MST-CC stores the user ID as the identity of MST-CC;

13) MST-CC takes (PPD || SS-MKC) as a parameter and calculates with KDF () to get MK;
14) MST-CC uses MK to encrypt CSP (such as dv) and save it in the key container;

15) Complete initialization.

The MST-CC initialization flowchart is shown in Figure 3.
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Figure 3 MST-CC Initialization Flowchart

7.3 Verification Process

Before getting the SS-MKC, MST-CC cannot open the user's private key in the key container,
MST-CC cannot provide the cryptographic service, and the MST-PPD must be inputted on users
receiving the mobile application and then verify its correctness, after which MST-CC can
provide the cryptographic service only if the user's private key in the key container is
decrypted.

Before verifying MST-PPD, MST-CC has:

Ps——SS-CC public key

User ID-mobile application user identification

Hrpp ‘-hash value of MST-PPD to be verified
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The MST-PPD verification process is shown in Figure 4:

1) MST-CC requests MST-PPD verification from SS-CC;

2) SS-CC sends random number R to MST-CC;

3) MST-CC uses Ps to encrypt (R || User ID || HPPD ' || rM) to get CM, where ru is a random
number;

4) MST-CC sends data CM to SS-CC;

5) SS-CC uses its own private key ds to decrypt the Cm and gets (R || user ID || HPPD ' ||
rM);

6) SS-CC gets the corresponding data of MST-CC (HPPD || SS-MKC || PM || PPD attempted
times) from the key container according to the user ID, and decrypts with Ks to verify the
consistency of Hppp ' and Hppp, PPD attempted numbers. If one of the above conditions is
not met, make MKC nulled (identifying that MST-PPD verification fails) and modify the PPD
attempted numbers.

7) SS-CC uses ru to encrypt (R || SS-MKC || PPD attempts) to get Cs, and sends Cs to MST-CC;
8) MST-CC uses ru to decrypt Cs to get (R || SS-MKC || PPD attempts); if SS-MKC is nulled, it
returns the PPD verification failure result with the PPD attempted numbers; otherwise the
process will still continue;

9) MST-CC takes (PPD || SS-MKC) as a parameter, uses KDF () to calculate and get MK, and
uses MK to decrypt sensitive security parameters (such as dm) in the key container;

10) MST-PPD verification is over.
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Figure 4 MST-PPD Verification Flowchart

8 CRYPTOGRAPHIC MODULE SPECIFICATIONS

8.1 Overview

CMMST-KELP uses the approved cryptographic algorithms SM2, SM3, and SM4 within its
cryptographic boundaries to implement the functions declared by the module, including data
digest calculation, symmetric key encryption and decryption, asymmetric key encryption and

decryption, and signature / verification,etc.

8.2 Cryptographic Module Types

CMMST-KELP is a software module type and must meet the requirements of GM / T
0028-2014 Section 7.2.2 on software modules.

8.3 Cryptographic Boundary

11
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CMMST-KELP boundary is the executable file and file set of MST-CC, SS-CC. as shown in
figure 2.

MST-CC includes modules that complete the following functions: cryptographic algorithms,
PPD management, MK generation, SS-CC communication, and MST-CC service interface.

SS-CC includes modules that perform the following functions: cryptographic algorithms,
PIN management for cryptographic supervisors, key containers, MST-CC management, and
MST-CC communication.

MST-CC and SS-CC run in a separate process space and use the operating system
interprocess communication interface to exchange data outside the cryptographic boundary.
MST-CC and SS-CC complete data exchange through communication module.

The MST-CC SDK is not within the boundaries of cryptographic security, for example, it is a

dynamic link library that can be integrated into mobile applications.

8.4 Work Module

The normal working state of CMMST-KELP is implemented in accordance with GM / T
0028-2014 7.2.4.2.

9 CRYPTOGRAPHIC MODULE INTERFACE

9.1 Physical and Logical Interface

The CMMST-KELP logical interface is distributed on MST-CC and SS-CC, and the two types of logical
interfaces are the same.

9.2 Interface Types

The CMMST-KELP interface type is a software or firmware module interface (SFMI) type.

9.3 Interface Definitions

Please refers to GM / T 0019-2012 General Cryptographic Service Interface Specification
for the interface definition of CMMST-KELP .

9.4 Trusted Channel

There is no requirement for CMMST-KELP.

10 ROLES,SERVICES AND IDENTIFICATION

10.1 Roles

CMMST-KELP has two roles: mobile application user and cryptographic supervisor.

12
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Mobile application users: MST users, use MST-CC to implement key generation, data
signature / signature verification, encryption and decryption, etc.

Crypto Officer: Responsible for operating SS-CC and CMMST-KELP system management.

10.2 Services

CMMST-KELP provides the necessary services in accordance with the requirements of GM /
T 0028-2014 7.4.3.1 for the security level 1 and security level 2 software modules. SS-CC must
also provide operation services for the role of cryptographic supervisor, including user

management and security policy management (such as MST-PPD verification times setting).

10.2.1 Bypass Capability

CMMST-KELP does not provide bypass capability or functionality.

10.2.2 Self-starting Cryptographic Service Capability

CMMST-KELP does not provide self-starting cryptographic service capabilities or functions.

10.2.3 Software / Firmware Loading

CMMST-KELP does not provide the ability to load external software / firmware.

10. 3 Identification

In addition to meet the requirements of GM / T 0028-2014 7.4.4 for the security level 1 and
security level 2 software modules, the following role-based authentication needs to be
supported:

Mobile application users must input the MST-PPD and be authenticated by the SS-CC before
calling the MST-CC cryptographic service;

PIN code needs to be entered by SS-CC verified cryptographic supervisor before

performing the operation;

11 SOFTWARE / FIREWARE SECURITY

In addition to meet the requirements of GM / T 0028-2014 7.5 for security level 1 and
security level 2 software modules, CMMST-KELP software security measures also include
but not limited to:

(1) The CMMST-KELP approved integrity algorithm is used to protect MST-CC and SS-CC
programs.

(2) Take mitigation of dynamic and static analysis and attack methods to protect the
CMMST-KELP code. For example, code and data integrity detection, anti dynamic debugging

prevention, executable code obfuscation, etc.
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12 OPERATING ENVIRONMENT

CMMST-KELP runs in a modifiable operating environment. The operating system that can
modify the operating environment adopts the following measures to meet the
requirements of GM / T 0028-2014 7.6.3 security level 1 and level 2 modules:

(1) MST-CC and SS-CC run in independent process space, and mobile applications exchange
information with MST-CC through the inter-process communication mechanism of the
operating system.

(2) MST-CC must run in a legal operating system, such as a non-root operating system.

(3) SS-CC must run on the host that has taken corresponding protection measures in process

design, hardware configuration, etc., and has basic physical security protection.

13 CRYPTOGRAPHIC MODULE PHYSICAL SECURITY

CMMST-KELP has no physical security requirements.

14 NON-INVASIVE SECURITY

CMMST-KELP has no requirements for this.

15 SEVSITIVE SECURITY PARAMETER MANAFEMENT

15.1 Overview

CMMST-KELP sensitive security parameters include:

MST-CC key security parameters:

rv——the randomly generated symmetric key used for the communication encryption
between MST-CC and SS-CC;

dvM——MST-CC user private key;

MST-PPD-Personal property data of MST users;

MK——MST-CC master key;

MST-CC public security parameters:

Pu——MST-CC public key;

Ps——SS-CC public key;

Ss-CC key security parameters:

ds——SS-CC private key;

14
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rs——Randomly generated symmetric key used for SS-CC and MST-CC communication
encryption;

SS-MKC——MK key component generated by SS-CC, each MST-CC corresponds to one
SS-MKGC;

Ks——Symmetric key, used for SS-CC encrypted storage of sensitive security parameters,
generated by the cryptographic supervisor PIN;

Cryptographic Supervisor PIN-generated manually by cryptographic supervisor, used to
generate Ks to start SS-CC work;

SS-CC public security parameters:

PS——SS-CC public key;

PM-MST-CC public key.

In accordance with the requirements of GM / T 0028-2014 7.9 for the security level 1 and
security level 2 software modules, CMMST-KELP manages these sensitive security parameters.

(1) MST-CC key security parameter protection prevent unauthorized access, use, disclosure,

modification and replacement.

——dwm is encrypted and stored in the cryptographic container file by MK;

——MK is generated by the combination of MST-PPD and SS-MKC;

—— MST-PPD is kept by users;

——rwm is temporarily generated and used in the module but not be saved.

(2) SS-CC key security parameter protection prevent unauthorized access, use, disclosure,

modification and replacement.

——The SS-MKC and SS-CC private key ds are encrypted and stored in the cryptographic

container;

——XKs is generated by the cryptographic supervisor PIN and is not permanently saved;

——rws is temporarily generated and used but not saved.

(3) MST-CC make security parameter protection public to prevent unauthorized
modification and replacement.

——Ps is built into the MST-CC code segment, and integrity check is performed on the code
segment when the MST-CC starts;

——Pwm is saved by mobile application.

(4) SS-CC make security parameter protection public to prevent unauthorized modification
and replacement.

——Ps and Pwm are protected by SS-CC private key signature.

15.2 Random Bit Generator

CMMST-KELP must meet the requirements of GM / T 0028-2014 7.9.2 for security level 1

and security level 2 software modules.
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15.3 Generation of Sensitive Security Parameters

CMMST-KELP sensitive safety parameters are generated in accordance with the
requirements of GM / T 0028—2014 7.9.3.

(1) All sensitive safety parameters of CMMST-KELP are generated in MST-CC and SS-CC.

(2) rv and rws are generated using approved random bit generators, such as GM / T 0005-2012
randomness detection specifications.

(3) The generation of Pum, dm, Ps, and ds meets the relevant requirements in GM / T 0003.3-2012.

(4) MK is derived from KDA. KDA and it meets the relevant requirements of 5.4.3in GM / T
0003.3-2012.

(5) Ks is derived from the cryptographic supervisor PIN and meets the approved key generation
requirements.

(6) PPD is generated manually by MST-CC users.

(7) SS-MKC is generated using an approved random bit generator, such as the GM / T
0005-2012 randomness detection specification.

(8) The cryptographic supervisor PIN is manually generated by the cryptographic supervisor.

15.4 Establishment of Sensitive Safety Parameters

CMMST-KELP sensitive safety parameters are established in accordance with the
requirements of GM / T 0028—2014 7.9.4.

15.5 Input and Output of Sensitive Safety Parameters

CMMST-KELP sensitive safety parameters comply with GM / T 0028—2014 7.9.5
requirements for input and output.

(1) The PPD is manually entered into the cryptographic module by the user through the mobile
application MST-CC SDK interface.

(2) The cryptographic supervisor PIN is manually entered into the cryptographic module by the
cryptographic supervisor through the server software SS-CC SDK interface.

(3) The PIN input of PPD and cryptographic supervisor must meet the requirements of sensitive
security parameters directly entered in GM / T 0028-2014 7.9.5.

(4) The transmission of ru and rus between MST-CC and SS-CC is encrypted and protected with
an approved cryptographic algorithm.

15.6 Storage of Sensitive Safety Parameters

CMMST-KELP sensitive security parameters are stored in accordance with GM / T 0028—2014
7.9.6 requirements.

(1) CSP of MST-CC encrypted storage is bound to PPD. CSP cannot be used without verification.
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(2) CSP of SS-CC encrypted storage is all associated with cryptographic supervisor PIN. The CSP
cannot be used if the binding verification fails.

(3) The integrity of the PSP in MST-CC and SS-CC is guaranteed by MST-CC code data integrity test.
15.7 Nulling Sensitive Safety Parameters

Complying with the requirements of GM / T 0028—2014 7.9.7, CMMST-KELP has no

unprotected sensitive security parameters, and it does not need to be set to null.

16 SELF-TEST

CMMST-KELP must meet the requirements of GM / T 0028-2014 7.10 for security level 1
and security level 2 software modules. The MST-CC self-test must be performed during
MST-PPD initialization and MST-CC startup. SS-CC shall perform code data integrity self-test

before providing security services.

17 LIFE CYCLE ASSURANCE

17.1 Configuration Management

CMMST-KELP shall meet the requirements of GM / T 0028-2014 7.11.2 for security level 1 and
security level 2 software modules.

17.2 Design

CMMST-KELP must meet the requirements of GM / T 0028-2014 7.11.3 for the security

level 1 and security level 2 software modules.

17.3 Finite State Model

The state of CMMST-KELP refers to the state where MST-CC and SS-CC are co-located, and
its finite state model is shown in Figure 5:

——Factory state. The unused state after the cryptographic module is integrated
(installed).

——Initial state. The cryptographic module enters the "initialized state" after initial
operation.

——Self-test status. The state the cryptographic module was in when it was performing a
self-test.

——Cryptographic supervisor status. The status SS-CC cryptographic supervisor is in when
it is in module management and key management (such as replacing the SS-CC public and

private key pair). In this state, MST-CC cannot perform password services.
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——Crucial security parameter input status. The state when MST-CC receives the user's
personal property data (PPD).

——Locked status.If crucial security parameters are inputted by mistake, it will enter this
state. This state can only be unlocked by the cryptographic supervisor of to return to the state
of crucial security parameter input.

--User status. The state of the mobile app when it uses the cryptographic module for
approved cryptographic services.

——Approved status. The state where the cryptographic module is performing the
approved cryptographic function. When the cryptographic service is completed, it exits this
state and returns to the user state.

——Error status. Go to this state when the cryptographic module is in an error condition.
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supervisor
successfully
authenticated

Initialization
Status

Uninitialized

—_

Cryptographic Initialization T“i}i"“”m:(’“
; asse S
module initial Failed \ Password
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Figure 5 Cmmst-kelp Finite State Diagram

17.4 Development

CMMST-KELP must meet the requirements of GM / T 0028-2014 7.11.5 for security level 1

and security level 2 software modules.

17.5 Manufacturer Test
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CMMST-KELP must meet the requirements of GM / T 0028-2014 7.11.5 for security level 1

and security level 2 software modules.

17.6 Distribution and Operation

CMMST-KELP takes the following measures for distribution:

(1) For the process of CMMST-KELP installation, initialization and startup, see 6.1.3.1 MST-CC
initialization process.

(2) SS-CC can check the integrity of MST-CC code during MST-CC module initialization to ensure
that MST-CC has not been tampered with.

17.7 Life Termination

Sensitive security parameters in encrypted storage in MST-CC can be cleared by the

cryptographic supervisor role through instructions issued by SS-CC.

17.8 Guide Document

CMMST-KELP shall meet the requirements of GM / T 0028-2014 7.11.9 for security level 1

and security level 2 software modules.

18 MITIGATION OF OTHER ATTACKS

CMMST-KELP has no requirements for this.
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Appendix A

(Informative appendix)

Application example

The mobile application can complete the CMMST-KELP cryptographic module integration
as following methods.

(1) The CMMST-KELP developer provides the CMMST-KELP system to the user (the ownership
of the CMMST-KELP system belongs to the user).

(2) CMMST-KELP users run SS-CC for the first time. SS-CC generates its own public and private
key pair, and master key, and uses the master key to encrypt and store its private key.

(3) Deploy the SS-CC public key in the MST-CC SDK.

(4) The MST-CC SDK is used by CMMST-KELP mobile application developers.

(5) Mobile application developers integrate CMMST-KELP into mobile applications to provide
cryptographic services for mobile applications, such as information encryption and
decryption, data signing and verification.

(6) When a mobile application integrated with MST-CC is installed for the first time after
running on a mobile terminal, the user of the mobile application enters MST-PPD for initial
registration.

(7) After registration, SS-CC sends information such as SS-MKC to MST-CC.

(8) The MST-CC combines the local MST-PPD and SS-MKC to generate the storage encryption
master key MK based on the issued data, and then cryptographically store the sensitive
security parameters of the mobile application cryptographic module with MK. The MST-CC
initialization process is described in section 7.1 of this standard.

(9) When restarted, there is no need to perform the initialization operation. Only the MST-PPD
is used to activate the MST-CC to call the MST-CC cryptographic function.
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