o T/ SIA
N R I 7 O v 7

T/SIA056-2025

HIRRERGH X AIEFRIF R E RS

security controllability requirements of open source operating system

community construction

2025-9-4 &% 2025-9-4 i

7 E O® A T B %X W



B I
(1 = 1
2 M B STE 1
3 ARIBIITEN o oo 1
31 FREEE . .. 1
3.2 FRBEFEER . o 1
KT I=1 < 2 = - 2
3.4 FEEIFRIMNSL . ..o 2
3.5 R R 2
3.6 BTN R . 2
3.7 TR R . 2
3.8 SRR 2
3.9 TWRABIETIUE . ... 2
310 BEBENFAIIE . . ..o oo 3
3N RERERE . . 3
A BRI E 3
5 A FEEERGAT R WAEME 3
6 AT BRI E R Gt R M ELE . . 4
7 A R E R A R HTE 5
7o R BRI . 5
VAR 4 = 6
7.3 TR R AT S 7
BN . .. 10



T/SIA056-2025 TR E RGH X AT RAA R E WG

Al &

TRIRHRAE RGEAL DX I TFIR A B 70 A RIR . A8 AT R A A rh sk 2 A
RITRARARUE, (A3 TFIRIRAE R G000 T f P HE AT B G . BUA (TP IR YE 32 B A e 3 A
BRSNS, T TFIRERAE RGEAL X 5 AR A R BE B [R5 R MR I R, Ditk, 3R “ TR
BAE RGBT XTI FEAR R WG, Fi—FFRERAE RGALIX I B FFIRER, DUEETF
PR R X E KT R

AARAE P E AT AR IR E

AARAERS AT BB IR AR BRI R RS BHAETF R B R AR (G
BHARBRMERA R IKBREREE (F) B ARAF . CBEEHARGRAR. Jbxih
FHEEREARAR . EERSE. BRTIE R LS RBEH IO, Jelb it 55 B R i
TS

AP EERE N B XL 22000, K. KRR, B, /8. DR, XIBER.
Hoen, MdAE, MEE. 6. SERE. HEA XIEM. e, RAL PE. XA
T, ERRAE. BB, TOCPT. HEPEE. WM. XUSEHE. SORBHL TKIR. ML,

AFRE R L Y 2R AT REVE S B R, AR IR R AT HLRA AN AR AH AR X S8 R 1 534

ARARAE N B K E -

AFRUEFRZIRGB / T 1.1-2020 45 AN 2 2



T/SIA056-2025 TR E RGH X AT RAA R E WG

FRRMER G A X FIZ R RERTE

ARIAE TR RSas. ARG SER . B 5L A, Z4mie
MR ITIRERAE R Gt X WAE AR AR BT 85 777 T B AT P 0K

ASCAEE TR ST SRR R G X AR A 5, R I A TR A X Dok 22 4
FARRS AL FH P 22 A O IRAR IX R AR S i i 2

2 HAEttsI A

N HN SRS T AT B R A2 AN AT D ) NUAFREE B 51 SO, A0hRE: H AR
AT Ao FURARE B IR 51 SO, Hhios CRARITE RBSER) E@H T4
.

GB/T 15272-1994 FEF&iTEHC

ISO/TS 10303-27:2000 Industrial automation systems and integration — Product
data representation and exchange — Part 27: Implementation methods: Java TM
programming language binding to the standard data access interface with
Internet/Intranet extensions

GB/T 16260. 1-2006 #fF T/ =i )i &

ISO/TEC 25010:2011 KAt o7 & PP 15

ISO/IEC 33004:2015 Information technology - Process assessment -
Requirements for process reference, Process assessment and maturity models

ISO/IEC/IEEE 12207:2017 Systems and software engineering - Software life
cycleprocesses
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GB/T 44272-2024 FFJRVF AT UFAELE

ISO/IEC 5230:2020 Information technology — OpenChain Specification
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FiE#t[X open source community
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A[$EFFE controlled open source
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FRE . AIEE. FREh s AR AL X R A BT IRRAR J () SRR AR S

3.4

FEIFRT 138 open source |icense

FEIRAEVE T B F8 A BRI N BT YR AL X /S 8 215N T 4E9 IR A BUR N A
ERR, AE AT RATHAFIEARS;, o AR A AT & % 7 — € AR BB RE . FFxT
A5 AT P AT R AR 1 S35 R L A 2S5 AT T AH SRS AR L.
3.5

TLHRR redundancy code

TORARNY, BgmiEm AL Er RSB, — ki, —BIEF % HUTREE M LS, HE
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ZRPATIOR: WRAEEBREF R, HERER, fEX RIS EE TR
Wi, HRNHATT 2R, BANZRPAT, HICREXCPURIEFE, MM ZMITR, MiZ
VERERE
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3.6

RN passive error detection

2 RS I & TR 7 B T AL B EAT I A, SAFERIEIR A B LG B R AN
JE ] :

a) FHEMEEIEIN: BerHEfAr BT/ By, AR HE T/ IR 5

b) SEEIAGINEIN . FRAEIE B IS R B, PR R R0 I PR e .
3.7

F RN active error detection

F AR 2 E ARG R FIRES, BIsABIT. 254100 R

a) PRI IS TR, BB M CPURFELRE, $om RAEEH AT

b) PRS- OBR S TN RE,  SER IS RS 2R 1T IRES .
3.8

STEIME integrity

SERMNREELZENEANRARE S —, faH P REsE A AR, ReiEi
UEFT AR BAL 25 B AR PG O vRERf I, 9 HLBERE sl 2 A4 AN 2 9 AT A 5 20 ke AR
3.9

TEANBIVFATIE permissive |icense
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B AABUVF AT UEAR AT R RV T 75 DR B AR ot BRSO S8, X JFLASE P =Tt £ R A 6
b, BT OO KA A AR, tiApache. MIT. BSD&RFIVFHIAIE.
3.10

B EANIANE copyleft license

FORM A BN &, 2 IR Z AT VPR AT IR, SRR IT RN 7
FIEAE, RIS E B 3L, WGPLARFIVF A E. BB N AT DLy o B B A VF n] kAl
59 B BB VHIE, BT GFEAGPL. SSPL. GPLVFRESE; J&# BHSLGPLARFIVEA]E. MPLYFATHIE
5o 9 B EURVE ATIEE SR A B SO R, b 203% R SRAAZ A I Vi ATIEREAT R, HL
AFIE TS AR o ) BRI 25K o 55 LB VR TR BESROGH EAE AB 5L 358 0 e 0 20 3 B i A
HIVFRIERFAT R, HS I X LA 1) KR 5T H AT DA I
3.1

gL 2iFmE Medium security vulnerability

E FrbrdE (CVSS v4. 0) P4 JEH4. 0 - 6. 9% GEr1043) , BT HE (Medium) 5.
FRIE: AR SRS Bt Cinf P 89 Bl B G R o FERRUIRSST (ngeid #5845
Vi H]D o TEEERN ARG T HIA, El 588 G S 0T 0 414 .

4 YER&IE

T B A v T A

AGPL B A 453k (Affero General Public License)

GPL GNUiEH AFLFATHE (GNU General Public License)

LGPL GNU%EE FH ALY ATE (GNU Lesser General Public License)
LTS KHIZFF (Long—term Support)

SIG  HFa) X%/ NH (Special Interest Group)

API:. N HREFmFEE: (Application Programming Interface)

MD5: {ERFEH S (MD5 Message-Digest Algorithm)

SHA-1: Z2EHH 1 (Secure Hash Algorithm 1)

Web: ABRIIRM (World Wide Web)

ABI: MR _—i##|#: 0 (Application Binary Interface)

Ally: JofEfG#it (Accessibility)

SSPL: AR%% 73w AJdLdZM (Server Side Public License)

MPL: MozillaFr]#pi (Mozilla Public License)

BSD: BSD¥FnR] P (Berkeley Software Distribution License)

MIT: MITA[ i (Massachusetts Institute of Technology License)
Apache: Apache?F [} (Apache License)

HTTPS: #B X AL 4 (Hypertext Transfer Protocol Secure)
URL: G— % IHEN RS (Uniform Resource Locator)
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G EREIR R TEA A . BRI, S THIRAL I ARG, S8 — BT A R i
GRS BN 1 MBS KA SRS, A ORFETHR R AR 2R G0 ot ) R R R 1
AT

LR EPTR, JFIRRAE R G X AP RFIRAL: T AR RIS A vt AT R AR
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7.1.1 ERER
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5 DRUEIZEHY R TR A R AT 5, R 2 LA 2 A

a) B PIFIR AR BRI X IR SRR Bk

b) WHE T O SCAFE A E (MD5ERE SHALE) , SR BAFRIE FAEN 5B J7 i
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o) WRET CRMHTER, TR ET25 4 R0 T H R Wik B B A 28 =
E B¢

d) FAORSRIGE B R B X S BEHTTPS B

7.1.2.2 FEEMA

BRI EM T E R R E WG ITETFTIEDIN CEREMAEANRT
GPL/LGPL/AGPL/SSPL /Mozilla/BSD/MIT/Apache 25) , G [RIF AT U PSSR 2% 38 BAH 9% 1)
HARPARUR S B, iZ P S A TR R Goat X A TR a] P r] 364 . TFIE 4 Al IiE A
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