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A EF GBI B  trusted platform control module
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3.2

A EF AL trusted cryptography module
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3.3

HEIREHEEH S baseboard management controller
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A8 EE  trusted software base
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WS  root of trust
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A IR S M T RE AR
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3.6
AEEEF L trusted management center
XFAAE VR S B SRS AR AT R E . N R 4 A ERE R AR
Fa.
[KJ5: GB/T 40650-2021, & X3.9]

3.7
A5 HAE trusted verification
MR 57 47 SR RS YR AR 7 4P 0 R EAT T2 80 P B A0 2 8 45 SR A ) A
[RiF: GB/T 40650-2021, 7 X3.11]
3.8
ZAEE  dynamic measurement
FERGIBATIERE T, X R G 58 BEMEAIAT Oy 22 A A HEAT WU B A0 VF A B W A B B 7V
[RiE: GB/T 37935-2019, & X3.9]
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BIOS: H:AM Nt &4t (Basic Input Output System)

TPCM: 1 {5F & 4= 6|t (trusted platform control module)

TSB: A543 fF% (trusted software base)

TCM: AJ{Z % M (trusted cryptography module)

BMC: P EH]#S (baseboard management controller)

Grub: GUNIIH K1 2 #:4E 54t 5 31#2/F (GRand Unified Bootloader)
IPMI: FReF &5 2E 0 (Intelligent Platform Management )
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A.1 SHIM/GRUB/0OSE E&H < & i%ENO
THEAR A R e O H TR A
PR 5E -
struct {
IN UINTS firmware_type;
IN UINTS firmware_detail_type;
IN UINTS firware hash len;
IN UINTS8 *firmware_hash_content;

IN UINTS firmware version_len;
IN UINTS8 *firmware version;

N R AU A B B A, ORI R IR A R

OUT UINTS code

LREEOSHIEE

Kl

ik

firmware_type

FEf258, A4 SHIM. GRUB. OS%

firmware detail type

FR A [ 2R A R 4y 268, Il anOSH Frkernel s initrd

faray
=5

firware_hash_len [ HASH K f&
*firmware hash content [E{-HASHE
firmware version_len i A1 A S
*firmware_version [&] 14 A

code

O SEREY, T #AE DR ADIRES

A.2 SHIM/GRUB/0S3x BR¥%E#$I 45 RO

TSR A SR B AR
struct {

S RAE R T B 9 f AR IR R A5 R, 5 1 R SE X

IN UINTS firmware_type;
IN UINTS firmware_detail type;

OUT UINTS code;

OUT UINTS result;
b
O SR
FA-2 RRESELEREOSHER
HiE B

firmware_type

258, A4 SHIM. GRUB. OS%

firmware detail type

FRAE B 2R AR 725, B In0SHE Ekernel initrd

faray
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code

BOsEEAS, HTAR RAPIRES

result
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NetFn

CMD

1:03
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J T B RE A RE
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Firmware Type

0: SHIM

1: GRUB

2: OS

[l £ 2R

Firmware Detail Type

Firmware Type:0

0: SHIM

1: reservedl

2: reserved?2

Firmware Type:1

0: GRUB

1: reservedl

2: reserved?2

Firmware Type:2

0: grub.cfg

1: kernel

2: initrd

B HASHEK J&

7

Firmware Hash Len: M

E{FHASHN &

8:7+M

Firmware Hash Content

[ A FRA A P

8+M

Firmware Version Len:

N

[ 1 PR

9+M:8+M+N

Firmware Version

2 E1 0 B

1

Completion Code

J T EE ST B

2:04

J T EE SGR [PHE

B.2 FREEHIE RIZEOSLIM
SREE 1 45 32 L T IPMIPMCSE I & S 8UE X S NEB-2.
FB-2 FREUIEHIERIEO S

SR TN N
NetFn
N CMD Vo s
IPMI) i H 52 7B 03 J R B E SRR E
4
k25 5 Firmware Type

0: SHIM




1: GRUB

2: OS

Firmware Detail Type

Firmware Type:0

0: SHIM

1: reservedl

2: reserved?2

Firmware Type:1

[ 72 A 6 0: GRUB
1: reserved1
2: reserved2
Firmware Type:2
0: grub.cfg
1: kernel
2: initrd
i) J37 35 B TN N7
FE 1R [B1{E 1 Completion Code
J R HE XFE 2:04 J T E SR A
Control Result
EEE R 5 0: success

1: fail
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